Country-specific features on Data privacy statement for the job
application process at the Hannover Re Group through SAP
SuccessFactors - Korea

1. Who is responsible for data processing and data privacy?

a. Data processing

Hannover Riick SE Korea Branch (Kor Br)

414, 4th Fl. Gwanghwamun Officia Bldg.

92 Saemunan-ro, Jongno-gu

Seoul 03186

Korea

Phone +82 2 3700-0600

Fax +82 2 3700-0699

Email: HRKorBr-personnel@hannover-re.com

b. Data privacy

Hannover Riick SE Korea Branch (Kor Br)

The privacy officer / Human Resources

414, 4th Fl. Gwanghwamun Officia Bldg.

92 Saemunan-ro, Jongno-gu

Seoul 03186

Korea

Phone +82 2 3700-0600

Fax +82 2 3700-0699

Email HRKorBr-personnel@hannover-re.com

7. How long are your data stored? (In Addition to Hannover Re’s Group DPCS)

We erase your personal application data twenty-four months automatically after the conclusion of an
ongoing application process, i.e. after receipt of a rejection, discontinuation of the application
process or contract offer. This does not apply if legal provisions prevent erasure or further storage is
necessary for evidentiary purposes or if you have consented to longer storage.

If you do not delete your personal account in the Hannover Re application portal, your personal data
will remain stored in your application profile for twenty-four months from the last change or activity,
provided your application status is not active. This means that you can use it for further applications
to Hannover Re. If you neither change your data nor apply for another position at Hannover Re
within these twenty-four months and your application status is not active, your application profile
will be automatically deleted after this period in addition to your personal account in the portal. In
this case, only anonymised data will remain on the portal.

9. Would you like to complain about the handling of your data?

You have recourse to the local Data Protection Officer (contact details as above) or a data protection
supervisory authority.


mailto:HRKorBr-personnel@hannover-re.com
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"Privacy Policy and Consent to International Transfers of Personal
Data”

Hannover Re Group (hereinafter referred to as the "Company") is committed to complying with
relevant laws and regulations, including the Personal Information Protection Act and the Act on
Promotion of Information and Communications Network Utilisation and Information Protection, and
has the following privacy policy to protect the personal information and rights of applicants.

1. Purpose of collecting and using personal information

The personal information you provide to the Company during the online job application process will
be used to process your application for the specific position for which you are applying and, if
successful, to process a job offer to you and to onboard you to the Company's systems, and will be
retained in accordance with applicable legal requirements.

2. What personal information we collect and how we collect it

e |tems collected when registering: name, email, full name, contact information (mobile phone
number), etc.

e Items collected when applying for a job: name, nationality, address, veteran and disabled status,
phone number, educational background, completed courses and grades, company, job title,
application location, language skills, other qualifications, military service, overseas stay and
training activities, social activities, language and awards, social media or website (URL), self-
introduction

The Hannover Re Group does not collect sensitive data (such as information about ideas, beliefs,
trade union or political party membership, political opinions, health, sexual life, etc.

3. Processing and retention period of personal information

In principle, the Company shall destroy the applicant's personal information without delay when the
purpose of collecting and using personal information is achieved or when the applicant withdraws
his/her consent to provide personal information.

However, the following information shall be retained for the period specified for the following
reasons with the consent of the information subject.

(1) Personal information of hired applicants

e  Retention period: 3 years after employment, deleted upon separate request
e  Reason for retention: Personnel management during employment, benefits after retirement,
issuance of career certificate, etc.

(2) Personal information of applicants who were not hired

e  Retention period: Within 3 years after confirmation of employment status, and deleted
immediately upon request or upon withdrawal of membership
e Reason for retention: Management of possible resources for future recruitment

(3) Personal information without job application and access history after membership registration



e  Retention period: Deleted if there is no history of job application and access for a long period of
time (1 year)

4. Procedures and methods for destruction of personal information

In principle, the Company destroys personal information without delay after the purpose of
collecting and using personal information is achieved. However, this is not the case if it is required to
be preserved in accordance with laws and regulations, and the method of destruction is as follows.

e  Personal information printed on paper: shredding or incineration
e  Personal information stored in electronic files: Deletion using technical methods that make it
impossible to reproduce the records.

5. Provision of Personal Information to Third Parties and Overseas Transfers

The Company provides your personal information to other organisations as follows for the purpose
of verifying the information submitted by applicants, and does not provide personal information to
the outside for any other purpose.

To whom (transfer recipient): Hannover Riick SE (Human Resources Department, requesting
department)

Hannover Riick SE is a global organisation and recruits people from all over the world. "By submitting
your "Personal Data" online, you authorise us to transfer your information to Hannover Riick SE's
headquarters in Germany for recruitment consideration and contact purposes regarding open
positions.

e Items to be provided (transferred): Name, nationality, address, veteran and disability status,
telephone number, education, courses and grades, company, position applied for, location
applied for, foreign language qualifications, other qualifications, military service, overseas
residence and training activities, social activities, language skills and awards, self-introduction

e Purpose of use of information provided (transferred) : Application acceptance and recruitment
verification

Data Controller

Hannover Riick SE

- Data Protection Officer -
Karl-Wiechert-Allee 50

30625 Hannover

Germany

Tel. +49 511 5604-0

Fax +49 511 5601-1618

E-mail: datenschutz@hannover-re.com

e Date and method of transfer: After collection, the information is transferred to the data server
through the information and communication network using a secure server.

e  Period of retention and use of provided information: Immediate destruction after the purpose
of providing information is achieved

e  Provided to the organisation only to those who have agreed to provide personal information
when filling out the application form


mailto:datenschutz@hannover-re.com

However, the following cases are exceptions: When requested by an investigative agency in
accordance with the provisions of the law or in accordance with the procedures and methods
prescribed by the law for the purpose of investigation

6. matters related to the consignment of personal information processing

The Company consigns the processing of personal information as follows with the consent of the
applicant, and stipulates the necessary matters to ensure that personal information is managed
safely in the consignment contract in accordance with the relevant laws and regulations.

Consignee: SAP

e  Industry: IT company

e  Purpose of use: Consignment of system operation for service provision

e  Personal information provided: All collected personal information

e  Period of retention and use: Until the purpose for which it was provided is fulfilled or until the
consignment contract is terminated.

e  Your personal data may be processed globally. Where personal data is processed across borders,
SAP complies with the laws governing the transfer of personal data between countries to ensure
that your personal data remains protected. Your personal information may be transferred to, or
accessed or processed by, third parties in the categories described above.

7. Your rights to access and correct your personal data and to withdraw your consent to provide
your personal data and how to exercise them

Applicants may access, correct or withdraw their personal information up to the point of final
submission of the application.

If you wish to request access to, or correction of, your personal information or withdrawal of your
consent to the provision of personal information, please contact the person in charge of personal
information protection by phone or email, and we will take action without delay after verifying your
identity.

If an applicant requests correction of errors in his/her personal information, we will not use or
provide such personal information until the correction is completed.

In addition, if incorrect personal information has already been provided to a third party, we will
notify the third party of the results of the correction process without delay so that the correction can
be made.

We may restrict access to your personal information in the following cases

e When access is prohibited or restricted by law
e When there is a risk of unreasonable infringement of the life, body, property or rights and
interests of a third party

8. matters concerning the person in charge of personal information protection

In order to protect the personal information of applicants and handle complaints related to personal
information, the Company has a personal information protection officer and a personal information
management department.



If you have any questions regarding your personal information, please contact the Privacy Officer and
Privacy Management Department below. We will respond to your inquiries promptly and in good
faith.

e Privacy Officer: Compliance Officer, Hannover Re Korea Branch
e  Personal Information Management Department: Compliance Department
e Email: kyujin.choi@hannover-re.com

If you need to report or consult about other personal information infringement, please contact the
following organisations.

e  Personal Information Dispute Mediation Committee (www.kopico.go.kr / 1833-6972 without
area code)

e  Personal Information Infringement Reporting Centre (privacy.kisa.or.kr / 118 without area code)

e Cyber Investigation Division of the Supreme Prosecutors' Office (www.spo.go.kr / 1301 without
area code)

e  National Police Agency Cyber Investigation Bureau (ecrm.cyber.go.kr / 182 without area code)

9. Collection of personal information by cookies

The Company does not use 'cookies' that store and retrieve your information from time to time.

10. Measures to secure the safety of personal information

All information sent by applicants is safely managed by security systems such as firewalls, and the
Company provides differentiated access to personal information as an administrative measure to
protect users' personal information, and conducts continuous security training by limiting the
number of people who process users' personal information to a minimum.

In addition, we designate users of systems that process personal information and keep log records.

11. Changes to the Privacy Policy

If this privacy policy is added, deleted, or modified in accordance with changes in laws, policies, or
security technology, we will notify the reason and content of the change through the homepage at
least 7 days before implementing the changed privacy policy.

12. Personal information of children under the age of 14
The Company restricts the membership of children under the age of 14 for job applications.

This policy will take effect from 1 January 2024.
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