Data privacy statement for the job application process at the
Hannover Re Group through SAP SF - Italy

We are hereby informing you about the processing of your personal data by the Hannover Re Group
(Hannover Riick SE and E+S Riickversicherung AG — hereinafter Hannover Re) in Hannover and the
rights to which you are entitled under data privacy law.

Hannover Re, with its registered office in Hannover, operates the human capital management system
"SAP SuccessFactors Recruiting" worldwide to manage job applications and publish vacant positions
for its headquarters in Germany and for its Group companies worldwide.

The human capital management system is used in particular as support for personnel recruitment,
i.e. to fill vacant positions within the Hannover Re Group — both in Germany and around the world —
with suitable candidates.

1. Who is responsible for data processing and data privacy?

a. Responsible for data processing in Germany
Hannover Riick SE

- Candidate & Employee Relations -
Karl-Wiechert-Allee 50

30625 Hannover

Germany

Tel. +49 511 5604-0

Fax +49 511 5601-1618

E-mail: personnel@hannover-re.com

b. Responsible for data privacy in Germany
Hannover Riick SE

- Data Protection Officer -
Karl-Wiechert-Allee 50

30625 Hannover

Germany

Tel. +49 511 5604-0

Fax +49 511 5601-1618

E-mail: datenschutz@hannover-re.com

c. Responsible for data privacy in Italy
Hannover Re Services Italy Srl

- Local Data Protection Officer -

Via Dogana 1

20123 Milan

Italy

Tel. +39 02 806813-11

Fax +39 02 806813-49

E-mail: segreteria@hannover-re.com



mailto:personnel@hannover-re.com
mailto:datenschutz@hannover-re.com
mailto:segreteria@hannover-re.com

2. What categories of data do we use and where do they come from?

The categories of personal data processed by us include, in particular, your master data (e.g. name or
citizenship), contact information (e.g. address, phone number or e-mail address) and the data from
the entire application process (in particular curriculum vitae, references, questionnaires/interviews,
details of your qualifications and previous employment). We do not require special categories of
personal data (such as health-related data, religious affiliation, degree of any disability) to process
your application. We use these data solely if you have provided them to us voluntarily as part of the
application process and usage is justified by your consent or a legal basis granting permission. In the
event of a face-to-face job interview, we also record your data in the context of video surveillance at
certain premises, such as the entrance to the main building, at the barriers or the parking garage
entry/exit.

Generally speaking, your personal data are collected directly from you as part of the recruitment
process. In addition, we may have received data from third parties (e.g. recruitment agencies) which
you provided with your data for forwarding.

3. For what purposes and on what legal bases are your data processed?

We process your personal data in conformity with the provisions of the EU General Data Protection
Regulation (GDPR), the Federal Data Protection Act (BDSG) and all other relevant legislation (e.g.
Works Constitution Act, General Equal Treatment Act and, as applicable, other local legal
requirements in connection with an application for a position in the international arena).

Data processing principally serves the implementation and management of the recruitment process
and the evaluation of suitability for the vacancy in question. Processing of your application data is
necessary in order to be able to decide on establishment of an employment relationship. The primary
legal basis for this is Art. 6 (1) b) GDPR in conjunction with § 26 (1) BDSG.

In sub-areas we use as a basis consent that is provided separately by you pursuant to Art. 6 (1) a), 7
GDPR and § 26 (2) BDSG (e.g. in order to use your application documents additionally for other
vacant positions in the Hannover Re Group, potentially also worldwide). Where such consent is given,
you have the right to withdraw it any time with effect for the future.

The Hannover Re Group is a globally positioned group in which other persons — along with a
disciplinary supervisor (hiring manager) — are necessarily involved in the application process due to
their role, e.g. recruiters, Employee Council and the Representative Body for Disabled Employees.

In the context of individual job interviews, members of staff who do not belong to the
aforementioned groups may also be selectively involved in the application process at this point in
time, if this is necessary for evaluation of the applicant. We base this forwarding of your data on
legitimate interests of the Group (Art. 6 (1) f) GDPR).

Any processing of special categories of personal data is based on the permission elements in § 22 (1)
No. 1 b) BDSG and § 26 (3) and (4) BDSG, insofar as we have not separately obtained your consent
(Art. 9 (2) a) GDPR, § 26 (2) BDSG) for this.

In addition, we process your data in order to fulfil our legal obligations as a potential employer, e.g.
due to supervisory requirements or in connection with crosschecking your data against sanction lists
in order to satisfy legal provisions governing the fight against terrorism (e.g. EU Regulation
2580/2001). This takes place on the basis of Art. 6 (1) c) GDPR and § 26 BDSG respectively.



Furthermore, we also use your data for statistical purposes (e.g. analyses of surfing/navigation on
our webpages). Statistics are compiled solely for our own purposes and the results of such analyses
are in no way personalised but are rather anonymised. For further information please refer to the
section "Search Options and Privacy” in your personal account.

Should we wish to process your personal data for a purpose not specified above, we shall inform you
in advance of this within the scope of legal provisions.

4. Who receives your data?

Your application data are treated confidentially at all times. Within our company your personal data
are provided only to persons and offices (e.g. Human Resources Department, Requesting
Department, Works Council, Representative for Disabled Employees) requiring them for the hiring
decision and to fulfil our (pre-)contractual and legal obligations.

If we are unable to offer you a vacant position in the context of an application that you have
submitted, but take the view that — based on your skills profile — your application could potentially be
interesting for a position that becomes vacant within our corporate group in the future, we shall -
depending on whether you consent to it being visible and discoverable — consider your application
profile for the relevant application process and get in touch with you to arrange an interview.

Insofar as the vacant position is at one of our company's locations in another country, your data may
also be passed on to supervisors at other entities of our global group. The job description in question
specifies the country in which the vacant position is to be filled within our corporate group.

Our platform for online applications is operated by the external service provider SAP, which in turn
makes use of other IT service providers.

In addition, we may transfer your personal data to other recipients outside the company insofar as
this is necessary to establish the employment relationship (e.g. Chamber of Industry and Commerce
as well as Institute for Professional Apprenticeship for the German Insurance Industry) or if this is
necessary for smooth operation of the process. This may occur, for example, for purposes of system
maintenance or server provisioning.

In this context the data are processed solely by contractually bound service providers. Personal data
are passed on for a specific purpose in the context of commissioned data processing in accordance
with the relevant data privacy provisions. Such vacant positions are located in Germany / the
European Union and are subject to German law / European Union law. You can enquire about the
contractors and service providers deployed by us by writing to our human resources department at
the address specified in Item 1 with the additional line — Recruiting Advisor Team — or in the case of
applications for positions at international Group companies by contacting the locally responsible HR
departments.

Consultants such as tax advisers, independent auditors or attorneys who support us in the fulfilment
of our legal obligations or in the safeguarding of our legal or economic interests may also receive
access to your data only to the extent necessary.

5. How are your identification data handled?

When you access the SAP SuccessFactors Recruiting potentially identifying data and other particulars
may be stored. Hannover Re shall treat this information as strictly confidential and reserves the right
to use such information solely for statistical purposes. Hannover Re's application and job portals do



not contain any ActiveX elements. Cookies are used solely for interactive functionalities, including for
example in connection with the Applicant’s Portal or activation of the "Job Subscription" notification
service. All other cookies are deleted automatically when the browser is closed. Personal data are
always transferred using SSL (Secure Socket Layer) encryption.

Hannover Re does not guarantee the permanent availability of the SAP SuccessFactors Recruiting.

Further conditions for use of the Hannover Re website are contained in the disclaimer.

6. How do we transfer data to non-EU countries (third countries)?

If we transfer personal data to service providers or Group companies outside the European Economic
Area (EEA), this is done only if the third country in question has been confirmed by the European
Commission as having an appropriate level of data protection or if other appropriate data protection
guarantees (e.g. mandatory internal company data protection regulations or EU standard contractual
clauses (SCC)) are in place. Detailed information in this regard and about the level of data protection
at our international Group companies as well as at our service providers in third countries can be
requested using the aforementioned contact information.

7. How long are your data stored?

We erase your personal application data six months automatically after the conclusion of an ongoing
application process, i.e. after receipt of a rejection, discontinuation of the application process or
contract offer. This does not apply if legal provisions prevent erasure or further storage is necessary
for evidentiary purposes or if you have consented to longer storage. The legal basis for this retention
is Art. 6 (1) letter f) GDPR, Art. 17 (3) letter e) GDPR.

If you do not delete your personal account in the Hannover Re application portal, your personal data
will remain stored in your application profile for 6 months from the last change or activity, provided
your application status is not active. This means that you can use it for further applications to
Hannover Re. If you neither change your data nor apply for another position at Hannover Re within
these 6 months and your application status is not active, your application profile will be
automatically deleted after this period in addition to your personal account in the portal. In this case,
only anonymised data will remain on the portal.

The legal basis for this retention is Art. 6 para. 1 lit. f) DSGVO, Art. 17 para. 3 lit. e) DSGVO.

Invoices for any travel expense reimbursements are archived in accordance with commercial and tax
law requirements. As a rule, they are stored for 10 years (§ 257 HGB, § 147 AO).

If you receive a positive answer, the data are transferred to your personnel file and are subject to the
relevant retention periods.

8. What data privacy rights can you assert as a data subject?

a. Request for information
You can request information about the data stored on your person by writing to the aforementioned
address.

b. Rectification of data
If you believe that your personal data are incorrect or incomplete, you can request corresponding



rectification of these data or make such rectification yourself through the SAP SuccessFactors
Recruiting.

c. Erasure of data

Under certain conditions set out in Article 17 GDPR you can request the erasure of your data or erase
them yourself through the SAP SuccessFactors Recruiting insofar as this is permissible under
applicable law.

Data that relates or can be related to a specific person are normally automatically erased six months
after conclusion of the application process through an appointment or rejection. Anonymised basic
data continues to be kept for marketing purposes. This encompasses the place of residence, the
salutation (if provided), the connection to the advertisement and the application history. These data
cannot be used to make inferences about a person or personal information.

You may have a right to restrict the processing of your data as well as a right to have the data that
you made available provided to you in a structured, commonly used and machine-readable format.

d. Right to object:

If we process your data to protect legitimate (Group) interests, you may register your objection to
this processing at the aforementioned address if there are reasons associated with your particular
situation that oppose such data processing.

We shall then discontinue this processing unless it serves overriding compelling legitimate interests
on our part or the assertion, exercise or defence of legal claims.

9. Would you like to complain about the handling of your data?

You have recourse to our Data Protection Officer (contact details as above) or a data protection
supervisory authority. The responsible data protection supervisory authority for Hannover Re based
in Germany is the Data Protection Commissioner for Lower Saxony

Die Landesbeauftragte fiir den Datenschutz Niedersachsen
Prinzenstrasse 5

30159 Hannover

Germany

Phone: +49 511 12045 00

Fax: +49 511 12045 99

E-mail: poststelle@Ifd.niedersachsen.de

10. Are you obliged to provide your data?

As part of your application you must provide the personal data necessary to conduct the application
process and assess aptitude. Without these data we will be unable to conduct the application
process or reach a decision on the establishment of an employment relationship.

Status of this information: January 2023

In case of relevant changes to this information we shall update you again as necessary.
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Opuscolo Informativo Privacy per il processo di candidatura online
tramite SAP SF nel Gruppo Hannover Re

Con questo opuscolo ti informiamo in modo esauriente sul trattamento dei tuoi dati personali
raccolti nell’ambito del processo di candidatura online con il gestionale delle risorse umane SAP
SuccessFactors Recruiting da parte del Gruppo Hannover Re (Hannover Riick SE e E+S
Rickversicherung AG - di seguito Hannover Re) e sui diritti che ti spettano ai sensi delle norme sulla
protezione dei dati.

a. Responsabile del trattamento dei dati in Germania
Hannover Riick SE

- Candidate & Employee Relations -
Karl-Wiechert-Allee 50

30625 Hannover

Germania

Tel. +49 511 5604-0

Fax +49 511 5601-1618

E-mail: personnel@hannover-re.com

b. Responsabile della privacy in Germania
Hannover Riick SE

- Data Protection Officer -
Karl-Wiechert-Allee 50

30625 Hannover

Germania

Tel. +49 511 5604-0

Fax +49 511 5601-1618

E-mail: datenschutz@hannover-re.com

c. Responsabile della privacy in Italia

Hannover Re Services Italy Srl

- Local Data Protection Officer -

Via Dogana 1

20123 Milano. ltalia

Tel. +39 02 806813-11

Fax +39 02 806813-49

E-mail: segreteria@hannover-re.com

Hannover Re provvedera al trattamento dei tuoi dati personali ai sensi e per gli effetti del
Regolamento generale sulla protezione dei dati dell'UE (GDPR), della Legge federale tedesca sulla
protezione dei dati (BDSG) e del Decreto legislativo italiano 196/2003 (Codice della Privacy). Con il
presente ti informa che la citata normativa prevede la tutela degli interessati rispetto al trattamento
dei dati personali e che tale trattamento sara improntato ai principi di liceita, trasparenza e di tutela
della vostra riservatezza e dei tuoi diritti. | tuoi dati personali verranno trattati in accordo alle
disposizioni legislative della normativa sopra richiamata e degli obblighi di riservatezza ivi previsti.

| dati personali saranno conferiti direttamente dal candidato mediante il gestionale SAP
SuccessFactors Recruiting.
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1. Base giuridica e finalita del trattamento dei dati

La base giuridica per questo trattamento dei dati personali per finalita precontrattuali e contrattuali
e I'art. 6 par. 1 b) GDPR. Il trattamento dei dati viene effettuato al fine di salvaguardare i nostri
legittimi interessi o quelli di terzi, sulla base dell’art. 6 par. 1 f) GDPR. La liceita del trattamento dei
dati & conforme all’art. 6 par. 1 a) GDPR se hai prestato il consenso al trattamento per una o piu
finalita specifiche. Ai sensi e per gli effetti di cui all’Art. 4 del Regolamento, per dato personale deve
intendersi qualsiasi informazione riguardante una persona fisica identificata o identificabile
(interessato); si considera identificabile la persona fisica che pud essere identificata, direttamente o
indirettamente, con particolare riferimento a un identificativo come il nome, un numero di
identificazione, dati relativi all’'ubicazione, un identificativo online o ad uno o piu elementi
caratteristici della sua identita fisica, fisiologica, genetica, psichica, economica, culturale o sociale.

Inoltre, utilizziamo i tuoi dati a fini statistici (ad esempio, analisi dell’accesso sulle nostre pagine
web). Le statistiche vengono compilate esclusivamente per nostri scopi e i risultati di tali analisi sono
anonimi. Per ulteriori informazioni consultare la sezione "Opzioni di ricerca e privacy" nel proprio
account personale.

e  Consenso al trattamento - art. 6.1 a)
| tuoi dati personali saranno inclusi nel nostro pool di talenti e trattati se hai acconsentito
attivamente. Essendo inclusi nel pool di talenti, possiamo identificare qualsiasi altra posizione
interessante per te.

e  Adempimento degli obblighi - art. 6.1 b)
L'elaborazione dei dati serve principalmente all'attuazione e alla gestione del processo di
assunzione e alla valutazione dell'idoneita per il posto vacante in questione. L'elaborazione dei
tuoi dati di candidatura & necessaria per poter decidere di instaurare un rapporto di lavoro.

| dati personali trattati comprendono, in particolare, i tuoi dati anagrafici (ad es. nome o
cittadinanza), le informazioni di contatto (ad es. indirizzo, numero di telefono o indirizzo e-mail)
e i dati per il processo di candidatura (in particolare curriculum vitae, referenze,
questionari/colloqui, dettagli sulle vostre qualifiche e sull'impiego precedente). Non c’é bisogno
di dati sensibili (come quelli relativi alla salute, fede religiosa, invalidita) per elaborare la tua
candidatura.

e  Ambito degli interessi - art. 6. 1 f)
Inviando una candidatura esprimi il tuo interesse ad accettare un impiego con noi. In questo
contesto, ci trasmetti dati personali, che utilizziamo e memorizziamo esclusivamente ai fini della
tua ricerca di lavoro / candidatura.

In linea di principio, i dati personali vengono memorizzati esclusivamente allo scopo di coprire la
posizione vacante per la quale ti sei candidato. Hannover Re trattera queste informazioni in
modo strettamente confidenziale e si riserva il diritto di utilizzarle esclusivamente a fini statistici.

2. Destinatari dei dati

| tuoi dati saranno trattati dal personale preposto della Hannover Re, espressamente istruito ed
autorizzato in tal senso. In particolare, i tuoi dati personali potranno essere comunicati ai dipendenti
autorizzati del dipartimento delle risorse umane o dei responsabili coinvolti nel processo di
candidatura.



Se la posizione vacante si trova in una delle sedi della Hannover Re in un altro paese, i tuoi dati
possono essere trasmessi anche a responsabili di altre entita del nostro gruppo.

Il nostro gestionale online & gestito dal fornitore esterno di servizi SAP, che a sua volta si avvale di
altri fornitori di servizi IT.

Se trasmettiamo dati a fornitori di servizi specializzati per I'ottimizzazione dei processi e che lavorano
in modo indipendente, stipuliamo contratti con tali fornitori di servizi. Tali accordi garantiscono che i
fornitori di servizi rispettino un livello adeguato di protezione dei dati. Se desideriamo trattare i tuoi
dati personali per uno scopo non menzionato sopra, ti informeremo in anticipo nell’ambito delle
disposizioni di legge.

3. Durata della conservazione dei dati

Cancelliamo automaticamente i tuoi dati personali sei mesi dopo la conclusione di un processo di
candidatura, vale a dire dopo aver ricevuto un rifiuto, l'interruzione del processo di candidatura o
un'offerta di contratto. Cid non vale se le disposizioni di legge impediscono la cancellazione o se &
necessaria un'ulteriore conservazione a fini probatori o se hai acconsentito a una conservazione piu
lunga. Il fondamento giuridico di tale conservazione e I'art. 6 (1) lettera f) e Art. 17 (3) lettera e) del
GDPR.

Se non cancelli il tuo account personale nel portale di candidatura di Hannover Re, i tuoi dati
personali rimarranno memorizzati nel tuo profilo di candidatura per 6 mesi dall'ultima modifica o
attivita, a condizione che il tuo stato di candidatura non sia attivo. Cio significa che puoi utilizzarli per
ulteriori candidature ad Hannover Re. Se non modifichi i tuoi dati, né ti candidi per un'altra posizione
presso Hannover Re entro questi 6 mesi e il tuo stato di candidatura non é attivo, il tuo profilo di
candidatura sara automaticamente cancellato, oltre al tuo account personale nel portale.

4. Diritti dell’interessato — Art. 15,16,17,18,19,20,21,22 GDPR

e  Richiesta di informazioni: e possibile richiedere informazioni sui dati memorizzati sulla propria
persona scrivendo agli indirizzi sopra indicati.

e  Rettifica dei dati: se ritieni che i tuoi dati personali siano errati o incompleti, puoi richiederne la
rettifica o effettuarla tu stesso attraverso SAP SuccessFactors Recruiting.

e Cancellazione dei dati: in determinate condizioni stabilite dall'articolo 17 del GDPR, puoi
richiedere la cancellazione dei tuoi dati o cancellarli tu stesso attraverso SAP SuccessFactors
Recruiting, nella misura in cui cio sia consentito dalla legge.

5. Diritto di opposizione

Se trattiamo i tuoi dati per tutelare interessi legittimi (del Gruppo), puoi opporti a tale trattamento
agli indirizzi sopra indicati se esistono motivi legati alla tua situazione particolare che si oppone a tale
trattamento. Non tratteremo pil i tuoi dati personali salvo il caso in cui non sia possibile dimostrare
motivi legittimi impellenti per il trattamento che prevalgono sui tuoi interessi, diritti e liberta o il
trattamento serva a far valere, esercitare o difendere rivendicazioni legali.



6. Diritto di presentare un reclamo

Hai il diritto di presentare un reclamo ai nostri responsabile della protezione dei dati (Data Protection
Officer e Local Data Protection Officer) o ad un’autorita di controllo della protezione dei dati ai sensi
dell’articolo 77 del GDPR.

Le autorita di controllo della protezione dei dati competente:
a) per la Germania:

Die Landesbeauftragte fiir den Datenschutz Niedersachsen
(Commissario per la protezione dei dati della Bassa Sassonia)
Prinzenstrasse 5, 30159 Hannover

Tel: +49 511 120 45 00

Fax: +49 511 12045 99

E-mail: poststelle@lfd.niedersachsen.de

b) per I'ltalia:

Garante per la protezione dei dati personali
Piazza Venezian. 11, 00187 Roma

Tel: +39 6 696771

Email: protocollo@gpdp.it

PEC: protocollo@pec.gpdp.it

7. Obbligo di conferimento dei dati

E’ necessario conferire i dati personali necessari allo svolgimento del processo di candidatura. Senza
questi dati non si potrebbe procedere e qualsiasi decisione in merito all'instaurazione di un rapporto
di lavoro sarebbe compromessa.

Stato delle informazioni: Gennaio 2023
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